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e Backgroundlnformatlon Systems, increasingly central to the
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j Problem | How can we predictthe |dL0 Aa y2s O2vy2y 1y26fSRY
interact to produce unexpected routing anomalies such as

T CoMPLEX eﬁeCtS on maCrOSCOpiC behavior and protocol oscillation. We introduce a new class of anomaligs,

bl user experience when new or revise(where routing isvedgedinto a local optimum that is very
£ .. . RATTA Odzf Tim Gffin, CEmMbridgeSUhiversity
= components are injected into complex

~ " information systems?
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— Problem Il How can we identify low %% /
e ) probability combinations of condltlonso o)
_* | in complex information systems that
will drive macroscopic behavior into
extremely costly failure regimes?
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Hard Problems

BUSINESS

Microsoft's Azure Cloud Suffers
Serious Outage

Amazon EC2 Outage Explained and Lessons
Learned

EC2 OUTAGE REACTIONS SHOWCASE WIDESPREAD IGNORANCE

REGARDING THE CLOUD Storms, leap second trigger

weekend of outages
Rackspace outage was third

in two days AWS outages, bugs and

bottlenecks explained by
Amazon
Never-before-seen software bug caused flood of

requests creating a massive backlog in the
system

SalesForce outages show
SaaS customers

dependence on ,
providers' DR plans What'’s happened to the
cloud?
Google Talk, Twitter, Azure Outages: Bad Are major cloud outages In recen: fimes denting

Cloud Day (Real) Storm Crushes Amazon Cloud,
How did Amazon have a cloud service outage that Knocks out Netflix, Pinterest, Instagram
was caused by generator failure? S RCEERTICLA .

According to the International

| Salesforce.com hlt \Nlth ‘Working Group on Cloud Computing Resiliency

g SECOnd ma OI‘ Outa e ln (IWGCR), the total downtime of 13 well-known
= J g cloud services since 2007 amounts to 568
’ tWO Weeks hours, which has an economic impact of

around $71.7 million dollars

Why is it difficult to understand & predict
behavior in complex information systems?

Reason #1System state space is immense!!

ViZ Y 2= Xupons x 2% 2 mpx s
)

— Y

Model Response Space Model Parameter Space

For example, the NISJoalasimulator oflaaSClouds has about= 130
parameters with averagke= 6 values each, which leads to a model
parameter spac®f ~1001 (note that the visible universe had08 atoms)and the
Koalaresponse space ranges fram= 8 tom = 200, depending on the
specific responses chosen for analysis (typically 45).

v

Why is it difficult to understand & predict
behavior in complex information systems?

Reason 2. Emergent behaviors are difficult to predict!!

., Normal pdf For example, deploying new client
software with a reasonable approach
\ to mitigate domainname spoofing
| Attack pdf attacks in a grid system resulted in

worse performance than ignoring the
attacks, because mitigating the attacks
shifted the global schedule of job

—- | executions.

Mitigation pdf

-

Why is it difficult to understand & predict
behavior in complex information systems?

Reason #3Highly improbable events are more
probable than we expect!!

Gaussian anBoissoniarassumptions do not hold
in complex systems. Instead, the probability landscape
is better represented by heavtgiled distributions,
‘ which means that highly improbably events occur

5 more frequently than we assume. Such improbable
events often lead to very expensive systerite
performance degradation or collapse.

BLACK SWAN

Nassim Nicholas Taleb
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How can weunderstand the influence of distributed control
algorithms on global system behavior and user experience?

What to measure

p>

Mills, Filliben, Cho, Schwartz and Ge8tydy of Proposed
Internet Congestion Control MechanismblIST SP 5a282 (2010),
Mills and Filliben,Comparison of Two DimensieReduction
Methods for Network Simulation Model§ Journal of NIST
Researcii165, 771783 (2011).

Mills, Schwartz and Yuarkldw to Model a TCP/IP Network using
only 20 Parameter§ Proceedings of the Winter Simulation ~ Under what conditions ™
Conferencé€2010).
Mills, Filliben, Cho and SchwartPredicting Macroscopic st
Dynamics in Large Distributed SystemBroceedings of ASME Congesian Contel iechansms
(2011).
Mills, Filliben and DabrowskiAh Efficient Sensitivity Analysis 4
Method for Large Cloud SimulatiohsProceedings of the4 RN
International Cloud Computing ConfereniteEE (2011). /T
Mills, Fillibenand Dabrowski "Comparing VMPlacement
Algorithms for OaDemand Cloud§ Proceedings of IEEE
CloudCom91-98 (2011).

For moresee http://www.nist.qov/itl/antd/emergent behavior.cfm hitp fhaesiv.nist.govitianid/Congestion_control_Study.ctm

At an affordable cost
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(282)'%%%— O (17639 [107= atoms n visible universe] Response Reduction Techniques

Discard parameters not germane to studyreduce by 944 parameters We identified arB-dimensional response spaceithin the 40 responses

56 Response SA1-small SAl-large SA2-small SAZlarge

(232) —_—> 0(1639) Compute correlation coefficien = @ V3 ) e V3 ) o s) (9 25)
. 1,y2, . Y5, 1,y2, . ¥5,

N (r) for all response pairs Cloudwide | ¥6.95.¥9,910, | v6.47.v,5, i 3’82)/53),{3 LRI

Group related remaining parametecgreduce by 36 parameters : ——— D Sl | oo yae, | yaa.yzmyes, | VILYVIZYIA | Y23 5y

20 Examine frequency distributiol y32,y34,y36, | ¥30.y32,y33. yl";'z{szié{;“' y25,y38

A y y34, y36, !

i (232) S 0(10.92) for all |r| to determine Coutwise | yioyinyiz, | yioitviz |10 0y | V10w

Model Reductio threshold for correlation pairs| ~|Eesource 15.y14.Y15 | y15,y14. Y15 | Yysayiaie | V121332
to retain; |r| > 0.65, here V16, y18,y19,

n/ Select only 2 values for each parameter , 16,917,918, | y16.y17.y18, | V20, y2217y26, Y16, y17, y18,
- 20 ariance in y19,y20, y21, y19,y20, y21, y 1920, y21.

Level Reductio 2 : 0(103) Create clusters of mutually Suerions | "o | Yoo [ iy man |

. : correlated pairs; each cluster util)

Use experiment design theory to reduce represents one dimension V35 s 112 y14. 915 Y14'3y115§0'

. parameter comblnatlons to 256 Mixorvi | YSAYSO WS |3 gy | 130 oA Yo
Experiment 256 Select one response from each y31 ws) v 38, Y30 [ s v36 o)

Design Theory Use sensitivity analysis cluster to represent the Number of VMs |  y29,y37 y37 y20.y37 y29
to identity six most dimension; we selected poer Arrival y4 y4 y4 y4,ys1
significant arameters response with largest mean Reallocation Y7 (cluster)
Param ete r g P correlation that was not in Rate Yt ny22 Y22 goce) | " y22
~—> 32 another cluster* éiﬁ?‘c"i o y28 y28 y28 y28
uster

se experiment design theor again to reduce
R ed u Ctlo n TeC h n |q u eé ramepter comblnatlgns to 3%/ g *Not possible for clougvide resource usage in SAfhall, so we selected response with highest mean correlation.

Cluster Analyses Over All Responses || sorted Residual Analyses to Reveal Causgi

Condition 1 Condition 2 Condition 3 Condition 4 Condiion 5 Condition 6 Condition 7 Condition 8
15 15 15 15 15 15 15
3 3 3 3 3 Plot Chara:ter Algorithm
10 10 10 10 10 10 10 10 = 9
0.05 —| (Min, Max} Raw Respcnse for Y6 = & (D 0. 520089)
5 5 5 5 5 5 5 5 - : ; : ;
0.04 — Retransmlssmn Rate i ; i 3
0 0 0 0 0 0 0 0 : H ; H (]| ][]
1725163 5673214 23461756 4612573 1247563 2574163 4726513 2613754 ! ! ! ' ! ' 3|!||3
Condition 9 Condition 10 Condition 11 Conditian 12 Condition 13 Condition 14 Condition 15 Condition 16 e 0.03 — : : : : : : :
> | | . ' 133 '
5 18 18 18 18 15 18 18 el i | | | : : !
3 3 3 3 3 3 8 ; ; ; ; ; ;
10 10 10 10 10 10 10 10 s 0.02 : : : : 3l [3][3]|3 :
=2 B : : : : :
5 5 5 5 5 5 5 5 : ! ! ' . !
§ oot : : : N :
O sazsrs " avasets D zset473 | 534567 O 2471653 4517623 2764153 | 1467623 = i ; : ; ' ; ;
5 o ;EIMMMM@@E@@@@@@@@“' 596 i
Condition 17 Condition 18 Condition 19 Conditian 20 Condition 21 Condition 22 Condition 23 Condition 24 = N : : : - B4 s 8l lall2 g P g
15 15 15 15 15 15 15 15 5 : : : : ; 5 F g 5
3 3 3 3 3 3 3 2 .0.01 — ; 1 1 ; : 513 §
= : : : : : L
10 10 10 10 10 10 10 10 - | | : : : : 5| s
s | : -
5 5 5 5 5 5 5 5 = 0.02 : :
= X1: ] + - =
0 0 0 0 0 0 0 0 & X2: e -t +
1627453 2745163 2745163 1652437 1427653 2546713 4521763 2475613 X3: I S - +
Condition 25 Condition 26 Condition 27 Conditian 26 Canditian 29 Condition 30 Condition 31 Condition 32 igf e T *
g 16 18 g LI g LI 16 i Xe: |+ o+ o+ 4o + + by
10 10 10 10 10 10 10 10 outliers | T ——— 2 ]
I N e -y 5 4 -y
[ TR D B T3 -T ) 43 &3 88
5 5 3 3 5 5 5 5 Lol 1 1 -1 17 1.8 1.2 1.8 E :
‘ 12 8 20 2 * 32 28 27 185 !
0 0 0 0 0 0 0 0 -
1627643 3761462 1723546 2461573 2461753 2465713 0574613 2376148 Conditions
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